NudopmanuoHHas naMsaTKa 00 OCHOBHBIX PHCKAX JJIsl eTeil B CeTH
«MHTEepHET» M MEPBbI 10 UX MUHUMHU3ALUHA

C KaXabpIM TOJI0OM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJTBHUKH
OJIHU W3 CaMbIX aKTUBHBIX MMOJIb30BaTelieci PyHera. Mexay TeM, TOMUMO
OTPOMHOTO KOJINYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U IPOoOJIeMbl. JTa
IIaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOQUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMmbroTepHblii BUPYC — 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIMYUTETHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K Pa3MHOKEHHUIO.

B nonosHeHue K 3ToMy, BUPYCBI MOTYT IOBPEIUTD UJIU TIOJHOCTBIO YHUUTOXHUTh
BCe (Dailyibl ¥ TaHHBIE, TOJKOHTPOJBHBIE MOJIB30BATEIN0, OT HMEHH KOTOPOro ObL1a
3ammynieHa 3apax€éHHasi IporpaMmma, a TakKe MOBPEAUTh WIH JaKe YHUUTOXKHUTh
OINEPallMOHHYIO CUCTEMY CO BCeMH (pailyiaMu B 11eJI0M. B OOJBIIMHCTBE CiIyyaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MCTOI[BI 3aIlIUTBI OT BpECAOHOCHBIX ITPOIrpaMM:

1. Vcnonb3yil cOBpeMEHHBIE OllEpallMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. IloctosiHHO ycTaHaBIMBal mavTu (IIUQPPOBBIE 3aINIaTKUA, KOTOPHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCA C LEJIbI0 JOPAOTKU MIPOrpaMMBbl) U
Ipyrue oOHOBJIEHUS CBOEH onepalmoHHON cucteMbl. CKaunBail MX TOJIBKO €
oduimanbHoro caiira pazpadorunka OC. Ecnu cyiecTByeT pesxxum
aBTOMATHYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE TO/1 TPABaMHU IMOJIH30BATENIs, a HE
aJIMUHUCTPATOpPA. ITO HE MO3BOJIUT OOIBIINHCTBY BPEAOHOCHBIX IPOTPAMM
WHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Wcnonb3yit aHTUBUPYCHBIE TPOrPAaMMHBIE MTPOIYKTHI U3BECTHBIX

MIPOU3BOIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

Orpanunub HU3NUECKU JOCTYN K KOMIIbIOTEPY JIsl IOCTOPOHHUX JIULL;

6. Ucnonw3yit BHENTHUE HOCUTENN HH(MOPMAITH, TaKue Kak ¢Iielka, TUCK WIn
(aiin U3 UHTEpHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIIbIOTEpHbIE (hANIIbI, TOJTYUEHHBIE U3 HEHAIEKHBIX
MCTOYHUKOB. [{axe Te (aiiibl, KOTopble Mpucaan TBOM 3HaKOMbIN. Jlyyurie
YTOYHH Y HETO, OTIPABJISUL JIU OH TeOe uX.

o

Cern WI-FI

Wi-Fi - 310 He B Miepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPCHI,
Mapka. Emie B 1991 roay Hunepianackas KOMIIaHUS 3apEeTUCTpUpoOBalia OpeH
«WECAY, uto o603Hauano cioBocoueranue « Wireless Fidelity», kotopsiii
NEPEBOIUTCS KaK «0eCcrpOBOAHASI TOUHOCTDHY.



Jlo Hamrero BpeMeHHu Jo1uia Apyras ab0peBuaTypa, KOTopas SBISIETCS TAKOU e
TexHosoruen. 9to abopeBuarypa « Wi-Fi». Takoe Ha3BaHMe OBLIO 1aHO C HAMEKOM
Ha CTaHJIapT BhICIINI 3ByKOBOM TexHUKHW Hi-Fi, 4to B mepeBoie o3HavyaeT
«BBICOKAsI TOYHOCTBY.

Jla, OecrimaTHBIM HMHTEPHET-A0CTYH B Kae, OTENSIX U adpoIopTax sSBISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT,
gyT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTsl 10 0€30mMacHOCTH paboTe B 00menoCcTymHbBIX ceTsx Wi-fi:

1.

He nepenaBaii cBOIO JINYHYIO HHPOPMALIUIO Yepe3 o0mmeaocTymHbie Wi-Fi
cetu. PaboTast B HUX, *eJIaTeIbHO HE BBOJIUTH MApOJIU JOCTYIIA, JOTUHBI U
KaKHUe-TO HOMEPa;

Hcnonb3yil 1 0OHOBIISI aHTUBUPYCHBIE IPOrpaMMbl U OpanaMayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;
[Tpu ucnonszoBanuun Wi-Fi otkimoun pynkuuio «O0muid goctyn K (aitiam
U nipuHTepam». JlaHHas QyHKIMS 3aKpbITa 10 YMOJIYAHHIO, OJTHAKO
HEKOTOpPBIE T0JIb30BATENIM aKTUBUPYIOT €€ NI yA00CTBA UCIIOIL30BaHUS B
pabote unu yueoe;

He ucnonb3yit myoauunsiit WI-FI nys nepenaun TUYHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;
Nnonb3y# Toapko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

B MoGuibHOM Tenedone otkitoun pynkimio «Ilonkmoyenne k Wi-Fi
aBTOMaThuecku». He qomyckail aBTOMaTHYECKOTO MOAKITIOUEHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbIe CeTH

ConnalibHBIC CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIU Pa0OTAIOT 1
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUTHAP,T YETOBEK,
YTO SABJISIETCS OJHOU CEILMOU BCEX KUTEJIEN IIAHETEL.

MHorue 1moabp30BaTe M He IOHUMAOT, 4TO HHPOpMAIHs, pa3MeIleHHAs UMH B
COIMAJTBHBIX CETSIX, MOXKET OBITh HalJIeHa U UCIIOJIb30BaHA KEM yTOAHO, B TOM
qucie He 00s13aTeNIbHO ¢ OJ1ariMu HaMEepPEeHUSIMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1.

2.

OrpaHuyb CIUCOK Apy3ei. Y TeOs B APY3bsX HE JOJKHO OBITh CIIYYaHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiiail cCBOO YacTHYIO kU3Hb. He ykasbiBait maposiu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(OpMAIHIO.
30YMBIIIJIEHHUKH MOTYT UCIIOJIB30BaTh J1a)ke HHPOPMAIMIO O TOM, KaK ThI
Y TBOY POJMTEIIN IUIAHUPYETE ITPOBECTA KAHUKYJIBI;



3. 3ammuiiail cBOIO pemyTaluio - Iep>KU €€ B UNCTOTE U 3ajaBail cede Bompoc:
X0Tes Obl Thl, YTOOBI IPYTUe MOJIb30BATENN BUIENIH, YTO ThI 3arpy’Kaeiiib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HACIb, HE UCTIOJIB3YH CBOE
peanabHOe UMl U IPYTYIO JIMYHYIO HHPOPMALIUU: UMSI, MECTO )KUTEIIbCTBA,
MECTO y4eObl U IIpoyee;

5. U3z0eraii pasmenienus Gororpaduii B MinTepuere, rae Tol H300paXkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COIHAIBLHON CETH HEOOXOAMMO UCTIOIB30BATh CIIOKHBIE
HapoJIx, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Ins counanbHOM CETH, MOYTHI U APYTHX CAUTOB HEOOXOIUMO UCIIOJIb30BATh
pas3Hbie apoiu. Toraa ecau Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKY TOTy4YaT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DNEeKTPOHHBIE IEHBI'Y — 3TO OYE€Hb YIOOHBIN CIIOCO0 MIIATEeKEH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOJYUYUTh 3TH JICHBIH.

QHGKTpOHHLIG JCHBI'N ITIOABHUJIIMCH COBCCM HCAAaBHO M MMCHHO HM3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM GyHKITMOHUPYIOT M O HUX YK€ IIPOMKMCAHO B 3aKOHE, TJIe UX
pa3zessaioT Ha HECKOJIBKO BUIOB — aHOHUMHEBIE M HE aHOHUMHEBIE. Pa3HHIIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcs MPOBOIUTE OTepanuu 0e3
UACHTU(UKAIINY TTOJIH30BaTENs, a B HCAHOHUMHBIX MICHTH(UKAIINH TTOJIb30BaTEIIs
SIBIISIETCS 0053aTEIIHLHOM.

Taxoke ciaemyeT pa3inuyarh SJIEKTPOHHbBIC (PUATHBIE ICHBIU (PABHBI
roCyIapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbBIE HEe()UATHBIE ICHBIU (HE paBHBI
rOCYyAapCTBCHHBIM BAJTFOTaM).

OcCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIECKTPOHHBIMU JIEHBIAMU:

1. ITpuBsixu K cueTy MOOMIBHBINA TeAePOH. DTO CaMblil YTOOHBIN U OBICTPBIN
coco0 BOCCTaHOBUTH JOCTYT K cueTy. [IpuBsizanHbIl TenedoH MOMOXKET,
eciu 3a0yAeIb CBOM IIJIATEKHBIN TapoJib WK 3aiCeIh Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonw3yit omHOopa3oBeie maposn. [locie nepexoia Ha yCUIICHHYIO
aBTOpHU3aLIMIO TeOe yKe He OyJeT yrpoKaTh OMAaCHOCTh KPaXu WU
nepexsaTa IUIaTEXHOr0 NapoJis;

3. BriOepu crnoxHblif mapoiib. [IpectynHukaM Oy eT HE IPOCTO yraaarh
CJI0>KHBIN Tapoib. Hanexuple mapoam — 3TO napoJiv, KOTOPBIE COAEpKaT
HE MEHee 8 3HAKOB U BKIIIOYAIOT B C€0s1 CTPOYHBIE U ITPOMUCHBIE OYKBBI,
M@pbI 1 HECKOJIBKO CUMBOJIOB, TaKME KaK 3HAK J0Juiapa, PyHTa,
BOCKJIMIATENBHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JMYHBIE JaHHBIE HA CaliTaXx, KOTOPHIM HE JOBEPSIEILIb.



DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs M0YTa — ATO TEXHOJIOTHSI U IIPEJOCTABIISIEMBIE €10 YCIYTH T10
NIEPECHUIKE U MOJIYUYEHUIO AIEKTPOHHBIX COOOLIEHH, KOTOPBIE PACTIPEACIISIOTCS B
KOMIIBIOTEPHOU CETH.

OOBIYHO 3IEKTPOHHBIN MOYTOBBIN SIIIUK BBIMJISIUT CIAEAYIOIMIMM 00pa3oMm:
UMs_T0JIb30BATEISI(@UMS_JIOMEHA.

Takke KpoMe Tmepeauu MPOCTOro TEKCTa, MMEETCS BO3MOXKHOCTD TIepe/laBaTh
Gaitbl.

OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIECKTPOHHOU MOYTOM:

1. Hano BeIOpaTh MpaBWIIbHBIN MOYTOBBIN cepBUC. B nHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX OYTOBBIX CEPBUCOB, OJHAKO JTyYIlIe
JOBEPSITH TEM, KOTO 3HACUIb U KTO IIEPBBIM B PEUTUHIE;

2. He yka3piBait B 1uHOM nouTe JIMuHyt0 nHpopmaruto. Hanpumep, mydie
BBIOpATh «MY3bIKaJIbHBIN (hanat@» unmu «pok2013» BmecTo «Temal3»;

3. Hcnonb3y# ABYX3TalHYIO aBTOPU3ALIKIO. DTO KOTJa IOMUMO MapoJsl HyKHO
BBOJUTH KOJ, MPUChLIaeMblid 0 SMS;

4. BpiOepu cinoxHBIN maposb. [ Kaxa0ro NOYTOBOTrO SIIMKA JOJHKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JINUHBIN BOIIPOC,
WCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Mcnonb3yit HECKOJIBFKO TOYTOBBIX AIMUKOB. [lepBbIil 17151 4acTHOM
MIEPEINCKU C afpecaTaMu, KOTOPBIM Thl JOBEPSACIIb. JTO JICKTPOHHBIN
aZipec He HaJl0 UCIOJIb30BaTh IPU PETUCTPALIUU Ha (JOpyMax M caiTax;

7. He oTkpriBaii haiiibl U Apyrue BIOXKEHUS B MUCbMaxX JaXkKe €CIIM OHU
MPUIILTKA OT TBOUX Jpy3el. Jlydile yTouHU y HUX, OTIPABIISIIN JIU OHU Tebe
9T (aiIbl;

8. Ilocne okoHuaHUs pabOTHI Ha TOYTOBOM CEPBUCE MEPE 3aKPbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmHr — mnpecienoBaHue COOOIMEHUSIMH, COACPKAIIUMH OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COITUAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:

1. He Opocaticsa B 60#. JIyumunii cmioco0: MOCOBETOBATHCS KaK ce0sl BECTH U,
€CJIM HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaUaje YCIIOKOUThCs. Ecim
Thl HAYHEIITb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJBKO €IIIe
OOJIBITIE PA30KKEITH KOHPITUKT;

2. YmpaBnsi cBoel kuOeppermmyTaiuen;



o vl

AHOHUMHOCTH B ceT MHUMAas1. CyIIECTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

He crout BecTn Xynuranckuii o0pas BUPTyasIbHOM ku3HU. IHTEpHET
(buUKCUpYyeT BCE TBOM JICUCTBUS U COXPAHSIET UX. Y IAJIUTh UX OyAeT KpailHe
3aTPYIHUTEIIBHO;

Coburoaii cBoii BUPTYyaJIbHYIO YE€CTh CMOJIOY;

UrHopupyii emuHnYHbIN HeraTuB. OIHOPa30BbIe OCKOPOUTETHHBIC
COOOTIeHMS JTydIlie UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpamaeTcs Ha
HayaJIbHOU CTaJUH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B
COIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTH OJJOKUPOBKH OTIPABKU COOOIICHHH C
ONPENIEIICHHBIX aJPECOB;

Ecnu 161 cBUneTeNnh KNOEpOyImuHTa. TBOM ACHCTBUS: BRICTYIIUTh POTUB
IpeciieoBaTes, IoKa3aTh EMy, YTO €ro ACHUCTBUS OLICHUBAKOTCS
HETaTUBHO, MOJIEPKATh )KEPTBY, KOTOPOU HY)KHA IICUXOJIOTUYECKAs
MOMOII[b, COOOITUTH B3POCIIBIM O (haKTe arpeCCUBHOIO MOBEJICHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
(GyHKIIMOHAM, U TENEPh OHU MOTYT KOHKYPUPOBATH CO CTAIIMOHAPHBIMU
KoMIibroTepamu. OJIHAKO, CPEICTB 3AIIUTHI JJIsI IOJOOHBIX YCTPOUCTB MOKA OYECHb

Majo.

TecTrpoBaHHWE Y MOUCK YSA3BUMOCTEN B HUX IPOUCXOJUT HE TAK HHTEHCUBHO, KAK
st T1K, To ke camoe kacaeTcss U MOOUJTBHBIX TIPHIIOKEHUM.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPaKTHIECKH TOTHAJN HACTOJIbHBIS
aHaJoTu, OJHAKO pacuiupeHue pyHKIMOHaIa BIEYET 32 CO00M OOJBIITYIO
CJIOKHOCTh M MEHBIIIYIO 3aIUIIEHHOCTb.

Jlanieko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOILINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIILHOTO TenedoHa:

1.

ok w

Huuero He siBnsieTcs mo-HacTosueMy OecriaTHbIM. byib oCcTOpoXeH, Bellb
Kor/ia Te0e mpeaararoT OecIiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI
KaKHe-TO TJIATHBIE YCIIYTH;

Hymaii, mpexzae ueM oTnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HACIIID,
rae oHu OyJIyT B KOHEYHOM UTOTE?

Heo6xo1uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yilt aHTUBUPYCHBIE POrPaMMBbl ISl MOOMIIBHBIX TEIE(POHOB;

He 3arpy»aii mpuioKeHusi OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[Tocne Toro kak Thl BEIMACIIB C CaidTa, T/1€ BBOJAWI JIMYHYIO HH(GOPMAIIHIO,
3aii B HACTPOIKK Opay3epa U yaaiu cookies;



7. Tlepuoawdecku mpoBepsiii KaKkue TUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. [laBaii cBOM HOMEP MOOMIBHOTO Telie()OHA TOJIBKO JIFOJISIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth nomxeH ObITH BBIKIIIOUEH, KOT/Ia THl UM HE IMOJb3yenibcs. He
3a0bIBail MHOT 1A TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAMH-UTPBI — 3TO KPACOUHBIE, 3aXBATHIBAIOLINE Pa3BICUECHMUS,
O00BENUHAIOIINE COTHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccnenyror
JaHHBIA UM MHp, OOIIAIOTCS APYT C APYTOM, BBITOJIHSAIOT 3a/1aHUs, CPAKAOTCS C
MOHCTPaMHU U IOJIy4atoT ONBIT. 32 yIOBOJBCTBUE OHU IUIATAT: MMOKYMAIOT JIUCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce atu cpencTBa uayT Ha MOJAAEPKaHUE U PA3BUTHE UTPBI, @ TAKXKE HA CAMY
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQpoBbIe 3aIIaTKU AJI IPOrPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nog00HBIX Urpax CTOUT OMAacaThCA HE CTOJILKO CBOUX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMU OOJIBITUHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAaYHTaA:

1. Ecnu npyroii Urpok BeAeT ceOsl II0X0 WK CO3AaeT TeOe HEMPUITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamy¥icsa aIMUHHCTpATOPaM UIpbl Ha IJI0XO€ MOBEAEHHUE 3TOT0 UIPOKa,

YKEJNaTeJIbHO NIPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii muuHyo uHbopMaIuio B mpodaiisie urpsr;

VYBaxkall Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii HeouimaabHbIe TATYU U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIt0YaTh aHTUBHUpYC. [Ioka Thl Urpaens,

TBOW KOMITBIOTEP MOTYT 3apa3uTh.

N Ok ow

DOUIIHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM KpaXkell IeHET U IOKYMEHTOB CErO/IHS y>K€ HUKOIo He yAuBHfIlIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUM 37TOYMBIIUIEHHUKHA MIEPEMECTUIINCH B UHTEPHET,
1 TIPOJIOIKAIOT 3aHUMATBCS «TFOOUMBIMY JEJI0OM.

Tak mosiBIIIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAS
1I€JIb KOTOPOTO COCTOUT B MOJy4YE€HUU KOH(PUACHIIMATIbHBIX TaHHBIX
M0JIB30BATENICH — JIOTMHOB U TapoJieil. Ha anrnuiickom s3bike phishing untaercs
kak ¢pumuHr (0T fishing — pbIOHas 0B, password — naposb).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:



1. Crnenu 3a cBoMM akkayHTOM. Eciii ThI IO/103peBaeIiib, 9TO TBOSI aHKETa
ObLJ1a B3JIOMaHa, TO He00X0AUMO 3a0JIOKUPOBATH €€ U COOOIIUTh
aJIMUHHUCTpPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yit 6e30nacHbie B€O-CaliThl, B TOM YUCJIE€, UHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yit cinoxHblie v pa3Hble napoiau. Takum oOpaszoM, eciu Te0s
B3JIOMAIOT, TO 3JI0YMBIILIEHHUKH MOTY4YaT AOCTYI TOJIBKO K OJHOMY TBOEMY
poITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMaIK, TO HEOOXOAMMO NPEAYIPEIUTH BCEX CBOUX

3HAKOMBIX, KOTOPBIC T0OABJICHBI y T€OS B IPY3bSIX, O TOM, YTO TEOS

B3JIOMAJIU ¥, BO3MOXKHO, OT TBOETO UMEHHU OYyIeT pPacChlIaThCA CIIaM U

CCBUTKH Ha (DUIIIMHTOBBIC CAUTHI;

YcranoBu HaaexHbIM napoas (PIN) Ha MOOMITBHBIN TeneoH;

OTkJTI0YM cOXpaHeHue mapodisi B Opaysepe;

He oTkpsiBail (aitsibl 1 Apyrue BIOKEHHUS B TUChMaXx JIa)Ke €CJIM OHU

MPUIILTK OT TBOUX Jpy3el. Jlydille yTOUHU y HUX, OTIIPABIISLIIN JIM OHU TeOe

3T (aiibl;

N oo

u¢posasi penyrauus

[udporas penytaius - ’TO HEraTUBHASI WJIK MIO3UTHUBHASI HH(POpMALIHS B CETH O
tebe. Komnpomertupyromias nHbopMaius pa3MelIeHHasi B MHTEPHETE MOXKET
CEpPBhE3HBIM 00Pa30M OTPA3UTHCS HA TBOCH pealibHOM KU3HHU.

«Iudposas pemnyTarus» - 3T0 TBOW UMUK, KOTOPBIA popMupyercs us3
uHpopmaIuu o Tede B UHTEPHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noapoCTKU JETKOMBICIEHHO OTHOCSITCS K IMTyOJIMKAIIMU JTMYHON
uHdopmaruu B IHTEepHETE, HE MOHUMAsE BOBMOXKHBIX MOCIENCTBUMA. ThI naxke He
CMOJKEIIb JJOTaJaThCsl 0 TOM, 4TO (oTorpadusi, pasMelieHHas 5 JeT Ha3al, cTajia
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pazmenienue TBoux ororpaduii u Apyrue 1eUCTBUS MOTYT HE
VCYE3HYTh JIAKE MOCIE TOTO, KaK Thl X YAAIUIIb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty MH(OpMaILHIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHMUJIACh JIU OHA, a
IJIABHOE: UTO MOAYMAIOT O Tebe OKpYyXKaroliee JII01, KOTOpble HalIyT U YBUJISAT
sTo. Halitu na(opmaIuio MHOTO JIET CIYCTSI CMOXKET JIF0OON — KakK U3 T00PhIX
noOyKJIeHUH, TaK U ¢ HAMEPEHUEM MPUYUHHUTD Bpe. DTO MOXKET ObITh KTO
YTOJTHO.

OCHOBHBIE COBETHI TIO 3aIUTE IU(PPOBOI permyTaInu:

1. Tlomymaii, mpexJie 4eM 4To-TO MyOJIMKOBaTh U MepeaBath y cest B Oyore
WA B COIMAIIBHOM CETH;



2. B HacTpoiikax npo¢uiis yCTaHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO
npoduIIs U €ro COAEPHKUMOTO0, CIENAl €ro TOIBKO «IJIS IPy3ei»;

3. He pa3memaii u He yka3biBail HH(OpMAINIO, KOTOpask MOKET KOro-1uoo
OCKOPOJIATH WK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHBIE MKOJLHUKH— aKTUBHEIE TIOJIH30BaTENN ITU(POBOTO MPOCTPAHCTRA.
OnHako J1ajeKo He BCe 3HAIOT, UTO I10JIb30BaHHE MHOTHMH BO3MOKHOCTSIMH
1upoBOTro MUpa TpedyeT COOIIIOICHHS MPaB Ha HHTE/UICKTYaJIbHYIO
COOCTBEHHOCTE.

TepMUH «MHTEIUIEKTyalIbHAsi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMYHbIM
TBOPEHUSM YEJIOBEYECKOTO yMa, HAUMHAas C HOBBIX M300PETEHMIA U 3HAKOB,
0003HaYaroIKX COOCTBEHHOCTh HA IPOAYKTHI U YCIIYTH , U 3aKaHYMBasi KHUTAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEACHUSIMHU.

ABTOpCKHE IpaBa — 3TO MIpaBa Ha HHTEIJICKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPhI U UCKYCCTBA.

ABTOpCKHE ITpaBa BBICTYNAKOT B KAYE€CTBE FapaHTUH TOr'O, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI Tpy1 aBTOpa HE OyAET HAMPACHBIM, 1ACT EMY
CIpaBeUIMBbIE BO3MOKHOCTH 3apa00TaTh Ha pe3yJIbTaTaX CBOEro TPYyAa, IOJyYUTh
U3BECTHOCTb U IIPU3HAHHUE.

Huxkro 0e3 pa3pellieHus: aBTopa He MOXKET BOCIIPOM3BOJIUTH €TO ITPOU3BEICHHUE,
pacnpoCTpaHsATh, MyOJIUYHO JEMOHCTPUPOBATh, IPOJAaBaTh, UMIIOPTUPOBATbD,
IyCKaTh B MPOKAT, MyOJUYHO UCTIOIHSTh, TOKA3bIBATH/UCIIOIHATH B 3(pupe min
pasmemats B MHTEpHETE.

Hcnonb30BaHue «ITUPATCKOT0» MPOrPaMMHOT0 00ECTICUCHHSI MOKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPU JIaHHBIX K TBOUM aKKayHTaM J10 OJJOKMPOBKHU TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJICHHBIN HE JieTallbHas nporpamma. He crout takxke
3a0bIBaTh, UTO CYIIECTBYET JETAIbHBIC U OE€CIUIATHBIC MPOTPAMMBI, KOTOPHIE
MOYKHO HAUTH B CETH.



